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Introduction

Under the terms of Chapter 190 of the Acts of the General Assembly of 2010, the Governing
Board of the Maryland Longitudinal Data System (MLDS) is required to submit an annual report
to the Maryland General Assembly containing the following:

1. An update on the implementation of the Maryland Longitudinal Data System (MLDS)
and the activities of the Maryland Longitudinal Data System Center (hereafter, Center);

2. Alist of all studies performed by the Center during the reporting period;

3. Alist of currently warehoused data that are determined to be no longer necessary to
carry out the mission of the Center;

4. Any proposed or planned expansion of data maintained in the database; and

5. Any other recommendations made by the Governing Board.

The following sections provide an overview of the Maryland Longitudinal Data System (MLDS),
an update on the activities of the Governing Board, a report on requirement 1 — an update on
the implementation of Maryland’s Longitudinal Data System and Center, and a report on
requirement 4 — planned data to be included in the MLDS. Reports on requirements 2, 3 and 5
listed above are not included in this report as the System and Center are not yet operational.

Overview of the Maryland Longitudinal Data System
This section includes information on the MLDS governance and an overview of the technical
and data characteristics of the MLDS.

System Governance

Pursuant to Chapter 190 of the 2010 Acts of the Maryland General Assembly, the eleven (11)
member Maryland LDS Governing Board met to organize and direct Maryland’s LDS
development. Dr. William Kirwan, Chancellor of the University System of Maryland, served as
the Chair of the Governing Board in 2012." Governor O’Malley charged the Board with creating
the P-20-W Maryland LDS Center per Chapter 190 and the Board voted to accept the charge in
December of 2010.

To coordinate staff-level work, the Board created the LDS Interagency Workgroup. This
Workgroup includes representatives from all the participating agencies and provides
coordination on technical and policy issues. Current planning is for this group to serve an
advisory role to the Center staff when the Center is established and fully staffed. In addition,

! Full membership roster is included as Appendix A.
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1 Introduction

1.1 Purpose
The Maryland Longitudinal Data System (MLDS) Data Security and Safeguard Plan identifies
required policies and procedures to address safeguard requirements for the:

* Maryland Longitudinal Data System (MLDS);
 MLDS Center and the Data Center at which the MLDS is housed; and the,
* MLDS data governance process.

1.2 Background

The Maryland Education Article 824-702 establishes the MLDS, which is *... a statewide data
system that contains individual-level student data and workforce data from all levels of education
and the State’s workforce.” Section 24-704 outlines the minimally acceptable data security and
safeguard requirements that are to be met prior to the system going operational and populated
with live (versus non-sensitive test) data. Section 24-703 states that there will be a MLDS
Center, which is an independent unit within the State government. The Center is responsible for
conducting the business processes that are required “... to examine student progress and
outcomes over time, including preparation for postsecondary education and the workforce.”
(824-702 (b)(2)).

Researchers may use student or workforce data which has undergone anonymization or de-
identification to conduct research. Section 9 contains definitions of these terms. Only employees
of the MLDS Data Center are authorized to access the MLDS and to conduct this research.

The Data Security and Safeguarding Plan will be reviewed periodically and the resulting
revisions will be documented in Section 10, Record of Revisions.

1.3 Data Security and Safeguard Policy Priorities
To ensure compliance with the intent of the legislation, data security and safeguard requirements
are provided and are in accordance with the priorities stated in:

1. Authorized access and authentication for authorized access;
Privacy compliance standards;

Privacy and security audits;

Breach notification and procedures; and,

Data retention and disposition polices.

a s~ wN

Additional policies and procedures will be developed as needed. Security and safeguard
requirements address and are consistent with the requirements and guidance found in paragraph
1.6, References. The Governing Board and Center Executive Director are responsible for
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managing risks to the MLDS project. This plan shall be reviewed on an annual basis to evaluate
the effectiveness of the controls in managing MLDS risks.

1.4 Document Organization

The MLDS Data Security and Safeguards Program shall adopt a hierarchical approach to the
development and implementation of policy and procedures, developing policy first and then
procedures. The policy statements will reflect content from sources within paragraph 1.6. When
possible, federal and publicly available sources will be used as the basis for the procedures and
tailored to the specific needs of the MLDS Center and the MLDS.

The MLDS Data Security and Safeguard Plan is a living document and will contain the top level
policy statements from which procedures will be developed. Appendices may be added as new
policy requirements become known.

Section 2 describes the data governance process and associated security controls. This section is
in draft pending the actual start of MLDS Center operations.

Sections 3 through 8 describe the planned data security and safeguard controls for the MLDS
Center and the MLDS.

Section 9 contains terms and terminology relevant to the MLDS.
Section 10 contains Revision History.
Section 11 contains supporting documentation.

1.5 Roles and Responsibilities
The Maryland Longitudinal Data System Center shall:

e Oversee and maintain the warehouse of the MLDS data sets,

e Ensure routine and ongoing compliance with the federal Family Educational Rights and
Privacy Act (FERPA), the federal Privacy Act, the federal Workforce Investment Act
(WIA), the U.S. Department of Labor's rules governing confidentiality of State
Unemployment Compensation information, and other relevant privacy laws, regulations,
and policies,

e Provide data security, including the capacity for audit trails, and

e Perform regular audits for compliance with data privacy and security standards.

The Executive Director of the MLDS Center shall ensure the implementation of the requirements
found within this Data Security and Safeguarding Plan.
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2 Data Governance Security

2.1 Goals and Objectives

This section is in draft. Its purpose is to outline any additional information technology security
controls that are necessary to support the data governance process. A short definition of data
governance is how the MLDS Center will perform decision making regarding data retrieval,
sharing, and use.

2.2 Data Governance Guiding Principles
Below bullets represent an initial set of guiding principles and are draft only.

Regular review of MLDS holdings of collected student or workforce data to determine
whether the student or workforce data is still relevant and necessary for meeting the
MLDS Center’s purpose and mission.

Outlines how data will be retrieved, shared, and used

Ensure value from efforts

Maintain scope and focus of data retrieval and use

Establish accountabilities

Define measurable success

Anyone handling student or workforce data or with ability to access the information
should be trained annually in the handling of sensitive information and in their
responsibilities to monitor, detect, and report any security violations

2.3 Roles and Data Protection Responsibilities

Note: The below comments are draft only and will be formalized once the MLDS Center has
adopted a defined data governance process. A draft data governance work flow is found at
Section 11.

2.3.1 Executive Director, MLDS Center

The Executive Director shall oversee the functions and duties of the MLDS Center. As identified

in the Maryland Education Article § 24-703, those functions and duties, which address data
governance, compliance, or security, include the following:

a. Serve as a central repository of student data and workforce data in the Maryland

Longitudinal Data System, including data sets provided by:
() The State Department of Education;

(i) Local education agencies;

(ii)  The Maryland Higher Education Commission;

(iv)  Institutions of higher education; and,

(v) The Department of Labor, Licensing, and Regulation;
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b.

Oversee and maintain the warehouse of the Maryland Longitudinal Data System data
sets;
Ensure routine and ongoing compliance with the federal Family Educational Rights and
Privacy Act and other relevant privacy laws and policies, including:
(i) The required use of de-identified data in data research and reporting;
(i) The required disposition of information that is no longer needed;
(iif)Providing data security, including the capacity for audit trails;
(iv)Providing for performance of regular audits for compliance with data privacy and
security standards; and
(v) Implementing guidelines and policies that prevent the reporting of other
potentially identifying data;
Conduct research using timely and accurate student data and workforce data to improve
the State's education system and guide decision making by State and local governments,
educational agencies, institutions, teachers, and other education professionals;

2.3.2 Data Governance Board
[Decision making regarding how data will be retrieved, shared, and used.]

2.34

Consists of MLDS Center Data Stewards

Set direction for data quality

Monitor data quality

Report status for quality-focused initiatives

Identify stakeholders, establish decision rights, clarify accountability

Ensure protection of sensitive data

Align initiatives

Enforce regulatory, contractual, architectural, and compliance requirements
Identify measures of success

Data Steward (Project Managers)

Monitor data quality;

Protect sensitive data, and student or workforce data;
Identify risk;

Coordinate with stakeholders;

Ensure consistent data usage and data definitions;

Report on data-related tasks or projects;

Monitor data to determine when no longer used or needed;
Maintain inventory of data assets

Information Security Officer/ Privacy Officer

[May be sole responsibility or an additional duty; Responsible for monitoring implementation of
this plan]



2.3.6

Assess risk or other impact of adding or acquiring additional data from existing or new
external source

Document assessment results

Add or modify existing controls, if required

Update system security plan;

Monitors the controls within this plan that are specific to privacy;
Investigates and reports data breaches; and,

Proves compliance with privacy and data governance policies.]

IT Analyst(s)
Assess impact of adding data to the MLDS
Document assessment results
Plan and implement any new or modified extract, transform, or load actions
Conduct operational test/verify results
Update data dictionaries

System Administrator

The System Administrator for the MLDS shall:

2.3.7

Setup and Maintain user accounts

Maintain the system, ensuring patches and settings are in alignment with this plan and
relevant procedures

Trouble shoot problems and arrange for repairs
Monitor system performance

Install software

Create backup and be able to recover the system

... Note — these duties need to be coordinated with the MLDS Data Center system
admins]

Data Base Administrator

[Responsibilities to be determined]

2.3.8

Employees

[Adhere to rules, report incidents, complete annual training awareness]

2.3.9 Data Stakeholders

[Refers to, i.e., Maryland Department of Labor, Licensing, and Regulation (DLLR), State
Department of Education (MSDE) and the Maryland Higher Education Commission (MHEC)]
and agreements with MLDS Center on data use and handling]



2.4 Data Quality and Integrity
The MLDS Center shall:

a. Confirm to the greatest extent practicable upon retrieval of student or workforce data , the
accuracy, relevance, timeliness, and completeness of that information;

b. Issue guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of
disseminated information; and,

c. Document processes to ensure the integrity of student or workforce data through existing
security controls.

2.5 Access Agreements - Data Sharing
The MLDS Center shall:

a. Ensure that individuals requiring access to MLDS (such are repair persons or employees)
sign appropriate access agreements prior to being granted access; and
b. Review/update the access agreements annually or when major changes have occurred.



3 Authorized Access & Authentication Standard

3.1 Access Control Policy and Procedures

The MLDS Center shall develop, disseminate, review, and update annually a formal,
documented authorized access and authentication procedure that will limit access to the MLDS
to authorized users. The procedure:

a. Addresses purpose, scope, roles, responsibilities, management commitment, coordination
among organizational entities, and compliance; and

b. Facilitates the implementation of the authorized access and authentication policies and
associated authorized access and authentication controls.

3.2 Account Management
a. The MLDS Center shall manage information system accounts, including:

1)
2)

3)

4)
5)
6)

7)
8)
9)

Identifying account types;

Group or shared IDs are prohibited unless they are documented as “Functional IDs”.
Functional IDs are user accounts associated with a group or role that may be used by
multiple individuals (e.g., Emergency Problem/Fix 1Ds) or that are associated with a
particular production job process;

Identifying authorized users of the information system and specifying access
privileges (see paragraph 3.3 below). Direct access to data in the Maryland
Longitudinal Data System shall be restricted to authorized staff of the Center;
Ensuring each user has a unique user ID;

Requiring approval from appropriate officials for requests to establish accounts;
Establishing, activating, modifying, disabling, and removing accounts in a timely
manner;

Archiving inactive or terminated use accounts;

Specifically authorizing and monitoring the use of temporary accounts;

Notifying account managers when temporary accounts are no longer required and
when MLDS users are terminated, transferred, or MLDS usage or need-to
know/need-to-share changes;

10) Deactivating: (i) temporary accounts that are no longer required; and (ii) accounts of

terminated or transferred users;

11) Validating system users who request reinstatement of user account privileges

suspended or revoked by the MLDS;

12) Granting access to the system based on: (i) a valid access authorization; (ii) intended

system usage; and (iii) other attributes as required by the organization or associated
missions/business functions; and



13) Reviewing accounts: (i) User accounts shall be reviewed quarterly, at a minimum;
and (i) Privileged accounts (e.g., system administrators, accounts with elevated
access privileges) shall be reviewed semi-annually, at a minimum.

b. The MLDS Center shall employ automated mechanisms to support the management of

MLDS accounts.

c. The MLDS shall, through automation:

1) Terminate temporary and emergency accounts within 72 hours;

2) Disable accounts which have been inactive after 90 days; and,

3) Audit account creation, modification, disabling, and termination actions and notify, as
required, appropriate individuals.

3.3 Account Types and Access Privileges

The MLDS Center shall define and manage account types and access privileges for the MLDS to
include access to virtual machines or servers, the local area network and components, and the
database.

3.4 Access Enforcement
The MLDS Center and the MLDS shall enforce approved authorizations for logical access to the
system in accordance with applicable procedures.

3.5 Information Flow Enforcement

The MLDS shall enforce approved authorizations for controlling the flow of information within
the system and between interconnected systems in accordance with applicable MLDS policy or
procedures.

3.6 Separation of Duties
The MLDS Center shall:

a. Separate duties of individuals, to prevent harmful activity without collusion;
b. Document separation of duties; and,
c. Implement separation of duties through assigned MLDS access authorizations.

3.7 Least Privileged
The MLDS Center shall:

a. Employ the concept of least privilege, allowing only authorized accesses for users (and
processes acting on behalf of users) which are necessary to accomplish assigned tasks in
accordance with the MLDS mission and functions;

b. Explicitly authorize access to security functions (deployed in hardware, software, and
firmware) and security-relevant information; and,

c. Require that users of MLDS accounts, or roles, with access to security functions or
security-relevant information, use non-privileged accounts, or roles, when accessing other



system functions, and if feasible, audit any use of privileged accounts, or roles, for such
functions.

3.8 Unsuccessful Login Attempts

The MLDS shall lock an account after four (4) consecutive unsuccessful access attempts within a
fifteen (15) minute period by automatically locking that account for a minimum of 60 minutes.
While the 60 minutes password count will be reset after 60 minutes, the account will remain
locked until unlocked by an administrator.

3.9 System Use Notification
The MLDS shall:

a. Display an approved system use notification message or banner that identifies the system
as the property of the Maryland State Government, before granting access to the system
that provides privacy and security notices consistent with state and federal and state laws,
directives, polices, or guidance. The text shall read:

“Access to this system is restricted to authorized users only and limited to
approved business purposes. By using this system, you expressly consent to the
monitoring of all activities. Any unauthorized access or use of this system is
prohibited and could be subject to criminal and civil penalties. All records,
reports, e-mail, software, and other data generated by or residing upon this system
are the property of State of Maryland.”

b. Maintain the system-use notification message/warning banner on the screen until the user
takes explicit actions to log on to or further access the MLDS.

3.10 Concurrent Session Lock
The MLDS shall limit the number of interactive sessions as follows:

a. One (1) session for non-privileged authorized accounts (e.g., users);

b. Three (3) sessions are allowed for privileged accounts (e.g., system administrators,
accounts with elevated access privileges); and,

c. Accounts used for automated processing by applications (e.g., database, service accounts)
are not subject to the concurrent session limits above.

3.11 Session Lock
The MLDS shall implement a session lock at the operating system level that:

a. Initiates a session lock (e.g., screensaver) after 15 minutes of inactivity or upon receiving
a request from the user (e.g., lock computer); and,

b. Prevents further access (e.g., password protected) to the system until the user
reestablishes access using established identification and authentication procedures.



3.12 Remote Access
The MLDS Center shall:

a.
b.
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Document allowed methods of remote access to the MLDS;

Establish usage restrictions and implementation guidance for each allowed remote access
method;

Monitor for unauthorized remote access to the MLDS;

Authorize remote access to the MLDS prior to connection;

Enforce requirements for remote connections to the MLDS;

Employ automate mechanisms to facilitate the monitoring and control of remote access
methods;

Use cryptography to protect the confidentiality and integrity of remote access sessions.
Encrypted remote access circuits shall comply with the encryption standards as outlined
in FIPS 140-2;

Route remote accesses to the MLDS through a limited number of managed access control
points;

Restrict the execution of privileged commands and access to security-relevant
information via remote access for compelling operational needs only, and only when an
operational emergency exists, such as a breach or potential breach of the MLDS’s
security;

Continuously monitor for unauthorized remote connections to the MLDS and take
appropriate action if an unauthorized connection is discovered;

Ensure that remote sessions for accessing security functions and security-relevant
information employ additional security measures and are audited; and,

Disable networking protocols within the MLDS deemed to be non-secure, except for
explicitly identified components in support of specific operational requirements.

3.13 Wireless Access

a.

The MLDS Center shall:

1) Establish usage restrictions and implementation guidance for wireless access in
accordance with the Maryland Department of Information Technology Information
Security Policy, version 3.0, Appendix D;

2) Monitor for unauthorized wireless access to the MLDS;

3) Authorize wireless access to the MLDS prior to connection;

4) Enforce requirements for wireless connections to the MLDS; and,

5) Monitor for unauthorized wireless connections to the MLDS, including scanning for
unauthorized wireless access points, at least semi-annually, and take appropriate
action if an unauthorized connection is discovered.

The MLDS shall protect wireless access to the system using authentication and

encryption.



3.14 Access control for Mobile Devices
a. The MLDS Center shall:

1) Establish usage restrictions and implementation guidance for MLDS Center laptop
computers and other Portable Electronic Devices (PEDs) (e.g., PDAs, cellular
phones);

2) Document, monitor, and control access of laptop computers and other Portable
Electronic Devices (e.g., PDAs, cellular phones) to the MLDS;

3) Monitor for unauthorized connections of mobile devices to the MLDS;

4) Enforce requirements for the connection of mobile devices to the MLDS;

5) Disable MLDS functionality that provides the capability for automatic execution of
code on removable media without user direction;

6) Issue specially configured mobile devices to individuals traveling to locations that the
MLDS Center deems to be of significant risk in accordance with internal policies and
procedures;

7) Apply approved inspection and preventative measures to mobile devices returning
from locations that are deemed to be of significant risk in accordance with the State
of Maryland policies and procedures;

8) Restrict the use of writable, removable media within the MLDS. The use of
removable media in the MLDS shall be prohibited when the owner of the media
cannot be identified; and,

9) Prohibit the use of privately owned portable electronic devices or removable media to
process, store, or transmit MLDS information.

Note: Examples of removable media include: USB memory sticks, external hard disk

drives and portable computing and communications devices with information storage

capability (e.g., notebook/laptop computers, personal digital assistants, cellular
telephones, digital cameras, and audio recording devices). Personally owned equipment
shall include all systems, devices, software, and media owned by an individual, but shall
not include systems, devices, software, media that the MLDS Center has on a payment
schedule or is leasing, or contractor-furnished IT equipment. Personally owned
equipment, software and media (e.g., thumb drives, etc.) shall not be used to process,
access, or store sensitive information, nor shall such equipment be connected to the

MLDS directly or via a Virtual Private Network (VPN).

3.15 Use of State Agency and State Institution Data Systems
a. The MLDS Center shall establish terms and conditions, consistent with any trust
relationships established with the state agencies and institutions providing data to the
MLDS, allowing authorized individuals to access the MLDS for the purpose of
transmitting student and workforce data.
b. The MLDS Center shall permit authorized individuals to access the MLDS to process,
store, or transmit data only when the MLDS Center:



1) Can verify the implementation of required security controls on the state agency and
state institution as specified in the MLDS Center’s information security plan; or

2) Has an approved MLDS connection or processing agreement with the state agency or
state institution system providing data to the MLDS.

3.16 User-Based Collaboration & Information Sharing

The MLDS Center shall define circumstances for using collaborative methods or tools by
authorized MLDS users when these users are sharing information or data with other authorized
MLDS users.

3.17 Identification & Authentication Procedures
The MLDS Center shall develop, disseminate, review, and update annually a formal,
documented identification and authentication procedure that:

a. Addresses purpose, scope, roles, responsibilities, management commitment, coordination
among MLDS Center, and compliance; and
b. Facilitates the implementation of identification and authentication controls.

3.18 Identification and Authentication (Authorized Users)
The MLDS shall:

a. Uniquely identify and authenticate authorized users (or processes acting on behalf of
authorized users);
Use multifactor authentication for network access to privileged accounts; and,
Use multifactor authentication for local access to privileged accounts.

3.19 Device-to-Device Identification and Authentication
a. The MLDS shall:

1) Uniquely identify and authenticate devices before establishing a connection.

2) Authenticate devices before establishing remote and wireless network connections
using bidirectional authentication between devices that is cryptographically based.
NOTE: Remote network connection is any connection with a device communicating
through an external network (e.g., the Internet); and,

3) Authenticate devices before establishing network connections using bidirectional
authentication between devices that is cryptographically based.

b. The MLDS Center shall standardize, with regard to dynamic address allocation, Dynamic
Host Control Protocol (DHCP) lease information and the time assigned to devices, and
audits lease information when assigned to a device.

3.20 Identifier Management
a. The MLDS Center shall manage MLDS identifiers for authorized users and devices by:



1)

2)
3)

4)
5)

6)

7)

Receiving authorization from a designated MLDS Center official to assign a user or
device identifier;

Selecting an identifier that uniquely identifies an individual or device;

Assigning the user identifier to the intended party or the device identifier to the
intended device;

Preventing reuse of user or device identifiers;

Prohibiting the use of MLDS account identifiers as public identifiers for user
electronic mail accounts (i.e., user identifier portion of the electronic mail address);
Requiring that registration to receive a user ID and password include authorization by
a supervisor, and be done in person before a designated registration authority; and,
Managing user identifiers by uniquely identifying the user.

b. The MLDS shall dynamically manage identifiers, attributes, and associated access
authorizations.

3.21 Authenticator Management
a. The MLDS Center shall manage MLDS authenticators for authorized users and devices

by:

1)
2)
3)
4)
5)
6)
7)

8)
9)

Verifying, as part of the initial authenticator distribution, the identity of the individual
and/or device receiving the authenticator;

Establishing initial authenticator content for authenticators defined by the MLDS
Center;

Ensuring that authenticators have sufficient strength of mechanism for their intended
use;

Establishing and implementing administrative procedures for initial authenticator
distribution, for lost/compromised or damaged authenticators, and for revoking
authenticators;

Changing default content of authenticators upon MLDS installation;

Establishing minimum and maximum lifetime restrictions and reuse conditions for
authenticators (if appropriate);

Changing/refreshing authenticators ; and,

Protecting authenticator content from unauthorized disclosure and modification; and
Requiring users to take, and having devices implement, specific measures to
safeguard authenticators.

NOTE: User authenticators include, for example, passwords, tokens, biometrics, PKI
certificates, and key cards. Initial authenticator content is the actual content (e.g., the
initial password) as opposed to requirements about authenticator content (e.g.,
minimum password length). Many information system components are shipped with
factory default authentication credentials to allow for initial installation and
configuration.

b. The MLDS, for password-based authentication, shall:

1)

Enforce minimum password construction, usage and change requirements as follows:

3-7



































































































11 Background Information

11.1 Data Governance Workflow
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Appendix A - Screen Images of MLDS Online Data Glossary

Figure 1: MLDS Data Element Entry Form for the Data Glossary
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Figure 2: Data Glossary Dashboard Overview
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This is Phase 1 MLDS data glossary. The purpose of the glossary is
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MLDS has, and how those data elements are mapped to other
applications. This glossary is updated on a continuous basis. The
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MLDS system used the industry standard tools for database
metadata management. Finally, this glossary is intended for public
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for the Maryland Longitudinal Data Center.
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Appendix B — Domains and Entities

Domain

Entity

Assessments

Assessment

Assessment Administration

Assessment Form

Assessment ltem

Assessment Item Response

Assessment Section

Assessment Subtest

Learning Standards Item

Performance Level

Student Assessment Registration

Student Score

Early Learning

EL Child

EL Family

EL Organization

EL Staff

Parent/Guardian

K12

Assessment

Calendar

Incident

K12 Course

K12 School

K12 Section

K12 Staff

K12 Student

LEA

Parent/Guardian

Program

SEA

K12 Student

Learning Standards

Learning Standard Document

Learning Standard Item

Postsecondary

PS Institution

PS Section

PS Student
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Appendix C — Data Elements, Entities, and Record Status

Element Name Entity Record Status
Ability Grouping Status K12 School Reserved
Absent Attendance Category K12 Student Reserved
Academic Award Date PS Student Reserved
Academic Award Level Conferred PS Student Reserved
Academic Award Title PS Student Reserved
Academic Honors Type K12 Student Reserved
Accountability Report Title LEA Reserved
ACT Composite Score PS Student Active
ACT English Score PS Student Active
ACT Math Score PS Student Active
ACT Reading Score PS Student Active
ACT Science Score PS Student Active
Activity Identifier K12 Student Reserved
Activity Involvement Begin Date K12 Student Reserved
Activity Involvement End Date K12 Student Reserved
Activity Title K12 Student Reserved
Additional Credit Type Awarded K12 Course Reserved
Address Apartment Room or Suite Number EL Child Reserved
Address Apartment Room or Suite Number EL Organization Reserved
Address Apartment Room or Suite Number EL Staff Reserved
Address Apartment Room or Suite Number K12 Staff Reserved
Address Apartment Room or Suite Number K12 Student Reserved
Address Apartment Room or Suite Number PS Student Reserved
Address City EL Child Reserved
Address City EL Organization Reserved
Address City EL Staff Reserved
Address City K12 Staff Reserved
Address City K12 Student Reserved
Address City LEA Reserved
Address City PS Student Reserved
Address City SEA Reserved
Address City K12 School Active
Address County Name EL Child Reserved
Address County Name EL Organization Reserved
Address County Name EL Staff Reserved
Address County Name K12 School Active
Address County Name K12 Student Active
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Element Name Entity Record Status
Address County Name LEA Reserved
Address County Name PS Student Reserved
Address Postal Code EL Child Reserved
Address Postal Code EL Organization Reserved
Address Postal Code EL Staff Reserved
Address Postal Code K12 Staff Reserved
Address Postal Code K12 Student Reserved
Address Postal Code LEA Reserved
Address Postal Code PS Student Active
Address Postal Code SEA Reserved
Address Postal Code K12 School Active
Address Street Number and Name EL Child Reserved
Address Street Number and Name EL Organization Reserved
Address Street Number and Name EL Staff Reserved
Address Street Number and Name K12 Staff Reserved
Address Street Number and Name K12 Student Reserved
Address Street Number and Name LEA Reserved
Address Street Number and Name PS Student Reserved
Address Street Number and Name SEA Reserved
Address Street Number and Name K12 School Active
Address Type for Learner EL Child Reserved
Address Type for Learner K12 Student Reserved
Address Type for Learner PS Student Reserved
Address Type for Organization EL Organization Reserved
Address Type for Organization K12 School Reserved
Address Type for Organization LEA Reserved
Address Type for Organization SEA Reserved
Address Type for Staff K12 Staff Reserved
Adequate Yearly Progress Appeal Changed Designation K12 School Reserved
Adequate Yearly Progress Appeal Changed Designation LEA Reserved
Adequate Yearly Progress Appeal Process Date K12 School Reserved
Adequate Yearly Progress Appeal Process Date LEA Reserved
Adequate Yearly Progress Status LEA Reserved
Adequate Yearly Progress Status SEA Reserved
Adequate Yearly Progress Status K12 School Active
Administrative Funding Control K12 School Reserved
Admission Exemption PS Student Active
Advanced Placement Course Self Selection K12 School Reserved
Advanced Placement Credits Awarded PS Student Reserved
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Element Name Entity Record Status
Agency Type LEA Reserved
Ages Served EL Organization Reserved
Aligned with State Standards K12 Course Reserved
Aligned with State Standards K12 Section Reserved
Alternate Adequate Yearly Progress Approach Indicator K12 School Reserved
Alternate Adequate Yearly Progress Approach Indicator LEA Reserved
Alternate Day Name Calendar Reserved
Alternative School Focus Type K12 School Reserved
American Indian or Alaska Native EL Child Reserved
American Indian or Alaska Native K12 Staff Reserved
American Indian or Alaska Native K12 Student Active
American Indian or Alaska Native PS Student Active
American Indian or Alaska Native K12 Student Active
Annual Measurable Achievement Objective AYP Progress LEA Reserved
Attainment Status for LEP Students

Annual Measurable Achievement Objective AYP Progress SEA Reserved
Attainment Status for LEP Students

Annual Measurable Achievement Objective Proficiency K12 School Reserved
Attainment Status for LEP Students

Annual Measurable Achievement Objective Proficiency LEA Reserved
Attainment Status for LEP Students

Annual Measurable Achievement Objective Proficiency SEA Reserved
Attainment Status for LEP Students

Annual Measurable Achievement Objective Progress Attainment K12 School Reserved
Status for LEP Students

Annual Measurable Achievement Objective Progress Attainment LEA Reserved
Status for LEP Students

Annual Measurable Achievement Objective Progress Attainment SEA Reserved
Status for LEP Students

Appealed Adequate Yearly Progress Designation K12 School Reserved
Appealed Adequate Yearly Progress Designation LEA Reserved
Application Date EL Child Reserved
Asian EL Child Reserved
Asian K12 Student Active
Asian K12 Student Active
Asian PS Student Active
Assessment Academic Subject Assessment Reserved
Assessment Academic Subject Assessment Subtest | Reserved
Assessment Academic Subject K12 Student Reserved
Assessment Accommodation Assessment Reserved
Assessment Accommodation Assessment Reserved

Administration
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Element Name Entity Record Status
Assessment Accommodation K12 Student Reserved
Assessment Accommodation Student Reserved
Assessment
Registration
Assessment Accommodation Type K12 Student Reserved
Assessment Accommodation Type Student Reserved
Assessment
Registration
Assessment Administration Begin Date Assessment Reserved
Assessment Administration Begin Date Assessment Reserved
Administration
Assessment Administration Begin Date K12 Student Reserved
Assessment Administration End Date Assessment Reserved
Assessment Administration End Date Assessment Reserved
Administration
Assessment Administration End Date K12 Student Reserved
Assessment Administration Special Circumstance Type Assessment Reserved
Assessment Administration Special Circumstance Type Assessment Reserved
Administration
Assessment Administrator Identifier Assessment Reserved
Assessment Administrator Identifier Assessment Reserved
Administration
Assessment Allotted Time Assessment Reserved
Assessment Allotted Time Assessment Reserved
Administration
Assessment Content Standard Type Assessment Reserved
Assessment Content Standard Type Assessment Subtest | Reserved
Assessment Feedback K12 Student Reserved
Assessment Feedback Student Score Reserved
Assessment Form Name Assessment Reserved
Assessment Form Name Assessment Form Reserved
Assessment Form Name K12 Student Reserved
Assessment Form Number Assessment Reserved
Assessment Form Number Assessment Form Reserved
Assessment Form Number K12 Student Reserved
Assessment |dentifier Assessment Reserved
Assessment Identifier Assessment Reserved
Assessment Identifier K12 Student Reserved
Assessment Item Aid Set Used Assessment Reserved
Assessment Item Aid Set Used Assessment Item Reserved
Response
Assessment Item Allotted Time Assessment Reserved
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Element Name Entity Record Status
Assessment Item Allotted Time Assessment Item Reserved
Assessment Item Characteristic Type Assessment Reserved
Assessment Item Characteristic Type Assessment ltem Reserved
Assessment Item Characteristic Value Assessment Reserved
Assessment Item Characteristic Value Assessment Item Reserved
Assessment Item Correct Response Assessment Reserved
Assessment Item Correct Response Assessment ltem Reserved
Assessment Item Difficulty Assessment Reserved
Assessment Item Difficulty Assessment Item Reserved
Assessment Item Distractor Analysis Assessment Reserved
Assessment Item Distractor Analysis Assessment ltem Reserved
Assessment Item Identifier Assessment Reserved
Assessment Item Identifier Assessment Item Reserved
Assessment Item Maximum Score Assessment Reserved
Assessment Item Maximum Score Assessment Item Reserved
Assessment Item Minimum Score Assessment Reserved
Assessment Item Minimum Score Assessment Item Reserved
Assessment Item Response Choice Pattern Assessment Reserved
Assessment Item Response Choice Pattern Assessment ltem Reserved
Assessment Item Response Time Assessment Reserved
Assessment Item Response Time Assessment ltem Reserved
Response
Assessment Item Score Value Assessment Item Reserved
Response
Assessment Item Stem Assessment Reserved
Assessment Item Stem Assessment Item Reserved
Assessment Item Type Assessment Reserved
Assessment Item Type Assessment ltem Reserved
Assessment Language Assessment Reserved
Assessment Language Assessment Reserved
Administration
Assessment Level for which Designed Assessment Reserved
Assessment Level for which Designed Assessment Reserved
Assessment Level for which Designed K12 Student Reserved
Assessment Location Assessment Reserved
Assessment Location Assessment Reserved
Administration
Assessment Number of Iltems Assessment Reserved
Assessment Number of Iltems Assessment Section | Reserved
Assessment Objective Assessment Reserved
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Element Name Entity Record Status
Assessment Objective Assessment Reserved
Assessment Participation Indicator Assessment Reserved
Administration
Assessment Participation Indicator K12 Student Reserved
Assessment Performance Level Identifier Assessment Reserved
Assessment Performance Level Identifier Performance Level Reserved
Assessment Performance Level Maximum Cut Score Assessment Reserved
Assessment Performance Level Maximum Cut Score Assessment Reserved
Assessment Performance Level Maximum Cut Score Performance Level Reserved
Assessment Performance Level Minimum Cut Score Assessment Reserved
Assessment Performance Level Minimum Cut Score Assessment Reserved
Assessment Performance Level Minimum Cut Score Performance Level Reserved
Assessment Performance Level Name Assessment Reserved
Assessment Performance Level Name K12 Student Reserved
Assessment Performance Level Name Performance Level | Reserved
Assessment Performance Level Name Student Score Reserved
Assessment Performance Level Score Metric Assessment Reserved
Assessment Performance Level Score Metric Assessment Reserved
Assessment Performance Level Score Metric Performance Level Reserved
Assessment Performance Level Short Name Assessment Reserved
Assessment Performance Level Short Name Performance Level Reserved
Assessment Platform Assessment Reserved
Assessment Platform Assessment Reserved
Administration
Assessment Proctor Identifier Assessment Reserved
Assessment Proctor Identifier Assessment Reserved
Administration
Assessment Purpose Assessment Reserved
Assessment Purpose Assessment Subtest | Reserved
Assessment Purpose K12 Student Reserved
Assessment Reason for Not Completing K12 Student Reserved
Assessment Reason for Not Completing Student Reserved
Assessment
Registration
Assessment Reporting Method Assessment Reserved
Administration
Assessment Reporting Method K12 Student Reserved
Assessment Rubric Identifier Assessment Reserved
Assessment Rubric Identifier Assessment Item Reserved
Assessment Rubric Name Assessment Reserved
Assessment Rubric Name Assessment Item Reserved
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Element Name Entity Record Status
Assessment Rubric Reference Assessment Reserved
Assessment Rubric Reference Assessment Item Reserved
Assessment Score Metric Type Assessment Reserved
Assessment Score Metric Type Assessment Subtest | Reserved
Assessment Score Results K12 Student Reserved
Assessment Score Results Student Score Reserved
Assessment Score Scale Maximum Value Assessment Reserved
Assessment Score Scale Maximum Value Assessment Subtest | Reserved
Assessment Score Scale Minimum Value Assessment Reserved
Assessment Score Scale Minimum Value Assessment Subtest | Reserved
Assessment Score Scale Optimal Value Assessment Reserved
Assessment Score Scale Optimal Value Assessment Subtest | Reserved
Assessment Score Scale Value Assessment Subtest | Reserved
Assessment Score Scale Value K12 Student Reserved
Assessment Secure Indicator Assessment Reserved
Assessment Secure Indicator Assessment Reserved
Administration
Assessment Subtest Abbreviation Assessment Reserved
Assessment Subtest Abbreviation Assessment Subtest | Reserved
Assessment Subtest Description Assessment Reserved
Assessment Subtest Description Assessment Subtest | Reserved
Assessment Subtest Description K12 Student Reserved
Assessment Subtest Identifier Assessment Reserved
Assessment Subtest Identifier Assessment Subtest | Reserved
Assessment Subtest Name Assessment Reserved
Assessment Subtest Name Assessment Subtest | Reserved
Assessment Subtest Name K12 Student Reserved
Assessment Subtest Rules Assessment Reserved
Assessment Subtest Rules Assessment Subtest | Reserved
Assessment Subtest Score Value Student Score Reserved
Assessment Subtest Title Assessment Reserved
Assessment Subtest Title Assessment Subtest | Reserved
Assessment Subtest Version Assessment Reserved
Assessment Subtest Version Assessment Subtest | Reserved
Assessment Time Assessment Reserved
Administration
Assessment Time K12 Student Reserved
Assessment Title Assessment Reserved
Assessment Title Assessment Reserved
Assessment Title K12 Student Reserved
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